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Aims	and	ObjecJves	

•  How	the	risk	tools	are	implemented	in	

a	traceable	manner	

	

•  With	a	goal	of	understanding	where	

they	come	from	and	why	

	

•  Scope	of	this	presenta:on	is	to	address	

shor;alls	in	the	applica:on	of	risk	

 
Goal	Se=ng		
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Why	do	we	need	the	tools	to	evaluate	the	risk?	
 

•  Funding,	budget	control,	overspend	and	Management	of	Change	(MOC)	

•  World	Bank	Corporate	and	Social	Responsibility.	

•  Corporate	Social	Responsibility	(CSR)	is	the	commitment	of	business	to	....	

investments	as	a	compe::ve	advantage	or	a	minimum	requirement	for	risk	

mi:ga:on.	Ref:	World	Bank	see	append.	

•  To	get	the	funding	we	have	to	sa:sfy	the	requirements	of	CSR.	

For	the	European	Union	Its	basically	the	same	to	get	funding.	It	has	to	be	a	fully	

traceable	and	a	transparent	documented	route.		

•  To	protect	the	integrity	of	the	company	or	organisa:on.	

•  Blueproof	from	Bluerad	sa:sfies	CSR.	
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The	Tools	

The	tools	can	be	found	in	EN	ISO	17776:2002	Petroleum	and	natural	gas	industries-

Offshore	produc:on	installa:ons	–guidelines	on	tools	and	techniques	for	hazard	

iden:fica:on	and	risk	assessment.		

•  The	standard	does	not	provide	a	detailed	descrip:on	or	prac:cal	applica:on	of	the	

tools.		

•  Are	they	applicable	to	me?		

•  From	contractual	hierarchy.	It	does	not	just	apply	to	Offshore!	

•  It	also	contains	a	list	of	key	guidewords	which	are	traceable.		

•  For	the	purpose	of	this	presenta:on	and	:me	issues	I	will	address	the	key	tools.	
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•  HEMP	Hazard	Effect	and	Management	Process	

•  HAZAN	HAZard	Analysis	

•  HAZID	HAZard	IDen:fica:on	

	

•  HAZOP	HAZard	and	OPerability	study	

•  HAZCON	HAZard	and	CONstruc:on	study	

•  HAZDEM	HAZard	and	DEMoli:on	study	

What	are	they?	
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What	are	they?	

•  CBA	cost-benefit	analysis	
•  CFD	computa:onal	fluid	dynamics	
•  EERA	escape,	evacua:on	and	

rescue	analysis	
•  ESD	emergency	shutdown	
•  ETA	event	tree	analysis	

•  FMEA	failure	modes	and	effects	
analysis	

•  FTA	fault	tree	analysis	
 

•  HRA	health	risk	assessment	

•  JHA	job	hazard	analysis	

•  LOPA	Level	of	protec:on	analysis	

•  PHA	preliminary	hazard	analysis	

•  PEM	physical	effects	modeling	

•  QRA	quan:ta:ve	risk	assessment	

•  SAR	search	and	rescue	analysis	

•  SIL	safety	integrity	level	
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HEMP	Hazards	and	Effects	Management	Process	

•  This	is	where	you	start	(first	introduced	by	Shell	(Jim	Tigg	updated	in	2004))	

•  Now	implemented	world	wide.	(ISO	requirement)	

•  The	Hazards	and	Effects	Management	Process	(HEMP)	is	central	to	the	

effec:ve	implementa:on	of	the	HSE	Management	System.	The	process	

ensures	that	hazards	and	poten:al	effects	are	fully	evaluated.		

•  To	do	this	first	iden:fy	and	assess	hazards,	then	put	mi:ga:on	and	recovery	

preparedness	measures	in	place	to	reduce	the	consequences	of	any	

remaining	risk.		
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Impact	of	HEMP	
•  Brought	into	prac:ce	in-house	by	the	HSE,	it	became	part	of	the	development	

of	SI	1995/743.	Preven:on	of	Fire	and	Explosion	and	Emergency	Evacua:on	

and	to	the	first	successful	convic:on	for	corporate	manslaughter.		

•  Why?	Sole	Pit	pla;orm	EPIC	contract.	1985	

•  We	needed	a	way	to	prosecute	from	the	Owner,	supplier	down	to	the	

designers	and	workers.	

•  Led	to	traceability	and	audi:ng	in	the	HSE	aker	the	forma:on	of	the	Offshore	

Safety	Division.	

•  Bluerad	and	its	product	Blueproof	are	subject	to	the	most	advanced	HEMP	

system	in	the	world.	Blueproof	being	a	safety	barrier.	
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The	HEMP	Management	System	
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ObjecJves	

•  The	objec:ves	set	out	in	the	HSE	Management	Systems	(HSE	MS)	and	

subsequently	the	HSE	Case	effec:vely	become	the	acceptance	criteria	for	

the	risk	determined	in	the	hazards	and	effects	management	process	

(HEMP).		

•  The	key	Objec:ve	is	ALARP.	

•  Social	and	Corporate	Responsibility	(SCR)	

•  Everyone	involved	in	the	concept	and	detail	design	of	Blueproof	was	an	

expert	in	their	field.	
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Risk	Assessment	Matrix	(RAM)	

•  You	need	to	develop	this	to	your	own	par:cular	need.	A	
Technical	Economic	Commercial	Organisa:onal	Poli:cal	Ram	
is	a	good	example.	

•  It	also	applies	throughout	the	risk	issues	management	
process.	

•  The	high	level	management	RAM	can	be	a	separate	exercise	
in	the	applica:on	of	the	screening	process.		

•  It	can	be	a	separate	RAM.	
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Risk	Assessment	Matrix	RAM		

Key Tech.
Issues

Key Tech.
Issues

Key Issues Defined
- Potential Key Issues highgraded from Project Issues
- Research Company endorses proposed Key Technical Issues
- Senior Management designates Key Issues

Project Issues Identified
- On-going throughout all project phases (initial list at Gate 2)
- Each issue has individual assigned as Issue Owner
- Potential Key Issues Identified

Issue Resolution Plans Developed & Implemented
- By person responsible for each issue - Issue Owner
- Issue Management Plan (Worksheet) implemented
- Endorsed by supervisor / functional manager
- Collaborate with URC for Key Technical Issue resolution plans
- Key Issues plans approved by Senior Management

Issues Tracked & Stewarded
- Issues Register & Tracking Tool
- Project Issues stewarded by the Project Manager
- Key Issues stewarded by Project Manager and Senior Management
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Examples	of	RAM	

                        CONSEQUENCE                INCREASING PROBABILITY 

Severity People Assets Environment Reputation A B C D E
Never Has Incident Happens Happens
heard of occurred has several several
in EP in EP occurred times per times per
industry industry in Opco year in year in

Opco location
0 No No No No

injury damage effect impact
1 Slight Slight Slight Slight Manage for continuous

injury damage effect impact improvement
2 Minor Minor Minor Limited

injury damage effect impact
3 Major Localised Localised Considerable

injury damage effect impact
4 Single Major Major National    Incorporate risk 

fatality damage effect impact    reduction measures  Intolerable
5 Multiple Extensive Massive International    

fatalities damage effect impact
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Where	do	we	apply	the	RAM?	At	all	stages	and	Screen	
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ALARP		
Although	the	tools	used	in	its	assessment	vary,	demonstra:ng	ALARP	always	relies	on	
the	following	prac:cal	steps:	
1.	Iden:fy	various	control	op:ons	and	es:mate	the	cost	of	implemen:ng	each	op:on.	
2.	Iden:fy	any	applicable	qualita:ve	or	quan:ta:ve	standards	for	controlling	the	
par:cular	risk.	
3.	Assess	(qualita:vely	or	quan:ta:vely)	the	level	of	risk	that	remains	when	each	
control	is	implemented.	
To	reduce	a	risk	to	ALARP	involves	balancing	the	reduc:on	in	risk	achieved	by	use	
of	specific	controls	against	the	effort	and	cost	of	achieving	this	risk	reduc:on.	
ALARP	represents	the	point	at	which	the	effort	and	cost	of	further	reduc:on	
measures	become	unreasonably	dispropor:onate	to	the	addi:onal	risk	reduc:on	
achieved.	
The	BRE	Cost	Benefit	Analysis	for	Sprinkler	systems	report	264227	rev	1.	displays	that	
the	cost	outweighs	the	benefits.	Blueproof	at	a	frac:on	of	the	cost	sa:sfies	ALARP.	
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Timeline	Concept	revisit	through	each	stage	
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Why	not	apply	the	other	tools	at	the	concept	stage?	

You	do	not	need	to	unless	you	are	fast	tracking	and	then	you	
need	expert	advice	and	input.	It’s	a	waste	of	:me	and	money	
and	is	a	corporate	risk	in	itself.	They	need	to	be	scheduled	into	a	
risk	management	plan.	
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HAZID	HAZAN	
•  Are	structured	brainstorming	techniques	that	are	par:cularly	

useful	in	the	early	stages	of	a	development,	either	as	a	stand	
alone	exercise	or	as	part	of	a	more	general	review.	The	
‘prompt’	or	‘checklist’	approach	guides	the	less	experienced	
and	prompts	the	experienced.		

•  Success	when	using	the	techniques	depends	upon	a	properly	
constructed	team	being	well	managed	and	having	the	
opportunity	to	think	beyond	the	checklist	and	iden:fy	the	
unusual.		

•  Nb.	A	check	list	of	guidewords	can	be	found	in	the	ISO.	
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HAZARD	IdenJficaJon	

Some	Key	

guidewords	

From	ISO	
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HAZOP	
•  One	of	the	most	widely	accepted	and	powerful	of	the	hazard	

iden:fica:on	and	assessment	tools	available	for	reviewing	
the	design	of	a	project.		

•  It	is	carried	out	in	varying	degrees	of	detail	throughout	a	
project	aker	design	checks	have	been	completed.		

•  HAZOP	is	not	a	design	tool	but	a	supplementary	team	
checking	exercise	which	also	includes	the	opera:onal	aspect	
of	a	design	as	are	HAZCON	&	HAZDEM.	

•  The	HAZOP	ac:ons	are	recorded	in	a	log	and	closed	out.	They	
are	recorded	during	the	session	on	specialist	sokware.	

•  Key	guidewords	are	used	throughout	the	study.	Flow,	no	flow	
etc.	
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QuanJtaJve	Risk	Assessment	(QRA)			
•  QRA	provides	a	structured	approach	to	assessing	risk	and	

expresses	this	numerically.	The	main	func:on	of	QRA	is	to	
iden:fy	high	risk	areas	and	assist	in	the	comparison	of	design	
op:ons	with	a	view	to	establishing	effec:ve	and	efficient	risk	
management.	

•  QRA	helps	to	analyse	op:ons	to	establish	whether	or	not	
ALARP	has	been	achieved.	

•  The	accuracy	of	QRA	studies	means	that	the	comparison	of	
calculated	numbers	with	specified	numerical	criteria	must	be	
used	with	considerable	cau:on.		
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QRA		
•  the	risk	calculated	in	a	QRA	is	oken	in	the	'Too	High'	area	and	nowhere	

near	the	‘Negligible’	area.	This	means	that	regardless	of	acceptance	
criteria	set	by	authori:es	or	others,	there	is	a	need	to	iden:fy	further	
improvements	and	to	implement	them	if	the	cost,	:me	and	effort	can	be	
jus:fied.	

•  there	is	always	the	tempta:on	to	use	comparison	with	absolute	risk	
criteria	as	a	means	to	jus:fy	not	carrying	out	risk	reduc:on	measures,	
with	data	being	manipulated	solely	to	meet	the	criteria.	Playing	the	
'numbers	game'	in	this	way	could	lead	to	QRA	being	used	to	jus:fy	risk	
levels	that	could	realis:cally	s:ll	be	reduced.		

•  using	sta:s:cal	likelihood	values	carries	with	them	a	set	of	inherent	
assump:ons	which	may	or	may	not	be	appropriate	for	the	project	being	
studied.		
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DeterminaJon	of	Risk		

On	the	lek	side	of	the	curve	the	consequences	
are	too	small	to	cause	concern,	regardless	of	
the	probability.		
	
On	the	right	side	the	consequences	could	be	
drama:c	but	the	probability	is	so	low	that	it	
would	be	more	effec:ve	to	invest	in	those	risk	
reduc:on	measures	which	concentrate	on	the	
events	contribu:ng	to	the	peak	of	the	risk	
curve.		
	
This	can	be	easily	aligned	with	the	Risk	Matrix.	
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Hazards	and	Effects	Register		
An	HSE	Case	has	to	demonstrate	that:	
•  all	hazards,	effects	and	threats	have	been	iden:fied	
•  the	likelihood	and	consequences	of	a	hazardous	event	have	been	assessed	
•  that	controls	to	manage	poten:al	causes	(threat	barriers)	are	in	place	
•  that	recovery	preparedness	measures	to	mi:gate	poten:al	consequences	

have	been	taken.	

Assembly	of	the	Hazards	and	Effects	Register,	which	forms	part	of	the	HSE	
Case,	begins	at	the	design	and	development	stage	of	a	project	when	hazards	
and	effects	from	this	phase	are	incorporated.		
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For	Traceability	In	the	HAZOP	use	ISO	key	prompts	as	they	are	traceable	in	
the	register	and	are	:ed	to	the	Major	Accident	Hazards	(MAH)		
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Freeze	
What	does	a	Freeze	mean?	
At	the	:me	of	signing	a	contract,	apart	from	changes	in	the	law,	all	
Codes	and	standards	are	frozen	otherwise	you	end	up	in	a	endless	loop	of	change.	
	
It	is	also	the	date	that	you	freeze	the	design	otherwise	it	becomes	an	endless	circle	
of	re	design.	
	
Prior	to	the	freeze	it’s	a	posi:ve	change	
	
Aker	the	freeze	it’s	a	nega:ve	change	and	change	control	is	enforced.		
	
Where	the	nega:ve	normally	costs	more	than	the	posi:ve.	
	
This	can	be	seen	on	the	next	slide.	
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Freeze	



www.bluerad.eu BLUERAD

Fire	Risk	Analysis	(FRA)	
To	iden:fy	deficiencies	and	opportuni:es	for	improvement	in	order	to	meet	
objec:ves	with	respect	to	fire	and	explosion	management.	
	
The	FRA	methodology	is,	of	necessity,	an	itera:ve	process	which	begins		
by	either	using	an	exis:ng	Fire	and	Explosion	Scenario	(FES)	or	crea:ng	an	FES		
objec:ves	statement.		
	
Once	assessments	or	reviews	of	preven:on	and	protec:on	levels	have	been		
made	and	ini:al	recommenda:ons	recorded	for	each	study	area,	the	FES		
should	be	re-visited	to	ensure	that	the	recommenda:ons	are	in	line	with	the		
objec:ves	and	are	also	realis:c.		
	
Control	of	igni:on	sources	can	form	part	of	both	threat	and	escala:on		
controls	within	the	HEMP	process.		
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Fire	Risk	Analysis	
 

Establish study areas using  
guidance given in 5.1 

Identify hazards by team  
brainstorming using the  Hazard  
Hierarchy as prompt list 

Identify fire and explosion 
related hazards 

Identify threats that could defeat  
design and operations barriers  
and cause a flammable release  
event 

Identify ignition sources that could  
result in a flammable release  
becoming a fire and/or explosion 

Record hazards, threats and  
ignition sources for hazards and  
effects assessment process 

Identify threats 

Identify ignition sources 

Record findings 

Establish study areas 

   

Once	hazard	areas	have	been	established	the	
process	of	hazard	iden:fica:on	can	start.		
	
Hazards	will	not	all	be	of	the	hydrocarbon	type	
although	these	are	likely	to	be	the	major	ones.		
	
Other	hazards	rela:ng	to	fire	and	some:mes	
explosions	are	found	in	control	rooms,	transformer	
rooms,	switchgear	rooms,	turbine	enclosures	and	
accommoda:on.	
	
Tie	to	the	ISO	H-01	hydrocarbons	(flammable	
Hazard)	for	traceability	

5.1	Establish	study	areas	with	the	poten:al	for	fires	and	
explosions	as	follows:	
•  divide	the	building	into	study	areas	for	analysis	
•  focus	the	team	on	each	study	area	in	sequence	
•  establish	the	cri:cality	of	the	furnishings	and	threat	in	

each	area	
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Fire	Risk	Analysis	
 

Review the hazard for which effects  
are to be assessed  

Assess the likelihood of a  
hazardous event and ignition  
sources being available to  
flammables of all types 

Assess likelihood 

Assess the consequences of   
ignited and unignited release  
events - develop fire and  
explosion scenarios 

Assess the impact of developed  
scenarios for personnel,  
environment, assets, production  
and reputation 

Record identified risks to  
personnel, environment, assets,  
production and reputation 

Assess scenarios 

Evaluate scenario consequences 

Record risk assessments 

Review the hazards in turn 

  
 

  Determine the level of risk and  
assess its tolerability 

Assess the risk 

Assess	threat	control	measures	
	
Review	threats	for	each	hazard	
In	turn	
	
Assess	the	threat	control	
Measures	(barriers)	
(Where	in	industry	a	smoke	or	fire		
detector	depowers	electrical	
igni:on	sources,	in	the	home	it		
Just	gives	alarm)	
	
	
	
	
	
Record	findings	
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Performance	Standards		

A	performance	standard	is	a	specifica:on,	either	qualita:ve	or	quan:ta:ve,	of	the	
performance	required	of	a	safety	cri:cal	element	or	item	of	equipment	and	which	is	
used	as	the	basis	for	managing	the	hazard	through	its	life-cycle.	
 
They	illustrate	the	rela:onship	between	the	Major	Accident	Events	(MAE)	and	safety	
cri:cal	
elements.	It	also	describes	the	roles	that	each	safety	cri:cal	element	is	associated	
with:	
•	cause	–	system	has	the	poten:al	to	ini:ate	the	MAE;	
•	preven:on	–	system	exists	to	prevent	the	MAE	occurring;	
•	detec:on	–	system	provided	to	detect	hazards	which	lead	to	the	MAE;	and,	
•	mi:ga:on	-	systems	that	exist	to	aid	ac:vi:es	designed	to	protect	life	/	assets	/	
environment	when	the	MAE	occurs.	They	should	be	traceable	back	to	ISO	and	
numbered	accordingly.	
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Performance	Standard	
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Health	Risk	Assessment	HRA	

Is	the	issue	and	commitment	to	mi:ga:ng	the	impact	of	the	risk.	
-  Specific	policies,	solu:ons	and	relevant	documents	

The	HRA	is	governed	by	the	Health	Hazards	and	Effects	Management	Process	part	
of	HEMP.	
	
The	first	stage	is	to	develop	the	HRA	RAM.	
	
The	second	stage	is	to	address	the	Health	Impact	Assessment	(HIA).	
	
The	third	stage	is	to	build	the	assessment	sheets.		
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HRA	(People	Environment	Asset	Reputa:on	(PEAR))	RAM	
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Overview	of	the	Health	Impact	Assessment	HIA	Process	
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Techniques	
The	following	are	general	techniques	for	performing	a	health	impact	assessment:	
Establishing	data	collec:on	mechanisms	e.g.,	sen:nel	data	points,	focus	groups,	community	
sampling	that	survey	health	status	and	other	details	about	the	community	of	interest;	
•  Seeking	the	views	of	interested	or	affected	par:es	through	media:on/enhancement;	
•  Using	standard	data	collec:ons	of	epidemiological,	health,	or	vital	health	sta:s:cs;	and,	
•  Performing	a	health	risk	assessment	or	compara:ve	risk	assessment.	
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Assessment	Sheet	



Appendix	
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Appendix	1	
•  HSE	Figures	
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Appendix	2	Reverse	ALARP	
	
•  From	:me	to	:me	Companies	have	tried	to	show	through	QRA	and	Cost	

benefit	analysis	that	moving	to	a	less	protected	situa:on	will	meet	the	legal	
requirement	to	reduce	risks	to	ALARP,	arguing	that	the	increase	in	risk	is	more	
than	balanced	by	gains	in	reduced	opera:onal	costs	or	in	increased	opera:ng	
profit	–	a	“reverse	ALARP”	argument.	In	the	UK	the	legal	requirement	to	
reduce	risks	to	as	low	as	reasonably	prac:cable	rules	out	the	possibility	of	the	
HSE	Legislator	accep:ng	a	less	protected	but	significantly	cheaper	approach	to	
the	control	of	risks	when	assessing	op:ons.	

•  Blueproof	even	though	it	is	significantly	cheaper	in	terms	of	cost	benefit	
analysis	also	enhances	the	protec:on.	
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Barriers	



www.bluerad.eu BLUERAD

‘Swiss	cheese’	model	
•  No	barrier	is	100%	effec:ve	
•  Some	holes	due	to	latent	condi:ons	
•  Some	holes	due	to	ac:ve	failures	

•  Aim	to	1)	eliminate	holes	2)	make	holes	small	&	short-lived		
•  Mul:ple	barriers	reduce	chance	that	holes	‘line	up’	

Reference: OGP report No. 415 

Event Consequence 
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Barriers		
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Components	of	Evacua:on	&	Rescue	
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EXAMPLE: Offshore
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Risk	Ac:ons	
coloured		


